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Contact Us

Sysgem Software Distribution & Support

If you need information or assistance with SysMaaase get in touch with
your suppliefin the first instance

If you need to contact 'Sysgem Distribution’ for:
A Sales Support
A Information on software updates and release notes
A Frequently Aked Questions

... please visit:

WWw.sysgem.eu
é or send email to

sales@sysgem.eu

If you need assistance with SysMan for:
A Technical Support
... please visit:

http://www.sysgem.eu/knowledgebase

é or send email t o:

support@sysgem.eu
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Introduction

What 6s | nsi de

This is the guide for installingnd managingysManUstilities (Professional
Edition). For further information see also:

A SysManUtilities User Guide

A SysMan Remte ControlUser Guide

SysMan UtilitiesOn-line Reference

Product Positioning

SysManUtilities (Professional Edition)s one ofthreeSysMan software
editions.

1. SysMan Remote Contras astand alone consofer accessing the desktops
of remote Windowsystems. It is typically installed on administrator
workstations and is licensed per administrator.

2. SysMarnUtilities Standard Editionis astand alone consofer managing

remote Windows systems. It is typically installed on administrator workstations

and is licensed per administrator. It inclu@sMan UtilitiesandSysMan
RemoteControlto remotely manage and access PCs and Windows Servers.

3. SysManUtilities (Professional Edition)includes the sam®&ysMan Utilities
andSysMan Remote Contrdlut dso has

A Multiple SysMan user accounts that are managed centrally.
Individual SysMan accounts aseparatelhallocated toNindows

administrators and each can be assigned different access permissions

The productthereby is able tobe used taelegatedistinct
management responsibilities differentadministrators.

A A central Audit Trailthatkeeps records of the activities of all
management &ions undertaken by the product.

It records:
- the identity of the remote machimen which the action was taken

- the identity of the administrator
- the date and time
- the details of the transaction

SysManUtilities (Professional Editions typically installed on a Windows
Server foiits centralmanagement ancbntroland he console component
(only) istypicallyinst al | ed on administratorséo
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SysMan Architectural Concept

Components

SysManUtilities (Professional Editiondompriseghe followingcomponents:
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SysMan Authorization Serveris typically installed on a central Windows
Server and isised to hold the identity and permissions of SysMan users. It is
also the plae where the Audit Trail is recorded

SysMan Management Consolés typicallyi nst al |l ed on admini st
workstations and provides the user interface for the tweceuiponents:
@®ysMan Utilitieda n Sysgem Remote Confiol

SysMan Utilities - has a number of system management tools for managing
remote Windows systems. Thapots run inside display windowhatcan be
connected simultaneously to multiple remote machines.

SysMan Remote Contralis used to access remote Windows desktops and

take control over the logged in Windows sessions. SysMan Remote Control can
be conneted to multiple remote desktops, each connedt&ingin a separate
display window.

SysMan Remote Control Serveis installed on a remote desktop machine
whenSysMan Remote Control first connectghatmachine

6 § SysMan Architectural Concept Sysgem Professional Installation and Config Guide



Installing the Software

Overview

Follow thestepsbelow to installa SysMarJtilities (Professional Editionvith
centralized SysMan user accounts / audit logging and with the SysMan GUI
running on a numbeasf administrator workstations

1. Install the SysMan Athorization Servesoftware on &@entral Windows
server(See Step 1 in the Example Installation belowhis step also
automatically installs the Management Console orcémgral server

2. Obtain a ASysMan InstallationusKeyo f1
by a further separatgysMan Management Console (Gldomponent(See
Step 2 in the Example Installation below.)

3. Install the SysMan Management Console on an adminisisat@mrkstation
using the fAlnstallation Keyodo obtaine:t
Authorization Server(See Step 3 in the Example Installation below.)

4. Repeat steps 2 and 3 for eaaiditionaladministator workstation that is
required.

Notes:

a. The Installation Key is a oneenly use keyhence the reason to obtain a
new ondor each GUI installation.

b. The same installation kit is used for the installation of both the
Authorization Server and the Management Console comporeqgtsestion
during theinstallationdirects it toone or the other type of installation.

c. Step 1 above gives a complete waglsystem on the central server
(Authorization Server and GUI). Steps 2 and 3 are only needed

d. An example installation follows.

Sysgem Professional Installation and Config Guide Installing the Software 7






Example Installation

Step 1. Installing the SysMan Authorization Server

The SysMan Authorization Server is installed on a Wirgleerver that is accessible
from the workstations of the users who are going to use the product.

Installing the Authorization Server also installs a Management Console on the same
machine That Management Console has already been automatically linkesl to t
Authorization Server by the time the installation is complete.

Run the SysMan installation procedure from a Windows user account that has
administrator permissions. A Welcome screen similar to the following is displayed:

Sysgem SysMan Professional - InstallShield Wizard &J

Welcome to the InstallShield Wizard for Sysgem
SysMan Professional

The InstallShield® Wizard will install Sysgem Syskian
Professional on your computer. To continue. click MNext.

< Back Next > l [ Cancel

Cl i c k fApkbeerd with the dnstallation.

Sysgem Professional Installation and Config Guide Example Installation q 9



The license agreement form is displayed:

Sysgem SysMan Professional - InstallShield Wizard

License Agreement

Flease read the following license agreement carafully.

IMPORTANT: Before commencing using the SYSGEM Products, carefully read the following -
terms and conditions which have been acceptad by your company ("Licenses")

m

1. GRANT OF LICENSE. SYSGEM AG ("SYSGEM" herely grants to Licensee ("You") and You
accept a nonexclusive license {"License") to use the SYSGEM Products delivered pursuant and
subjecttothis Agreement. The SYSGEM Products as identified in the applicable purchase arder
consists of () computer modules delivered in object code form only ("Programs™), (b) an
installation guide and related printed docurmentation ("Docurmentation™), and () any entitled
updates ("Updates"). The Programs and Documentation (FDF format) are delivered on
magnetic diskis), tapels) or CO-ROM ("Media"). rou agree that you will not assign, sublicense ar
otherwis e transfer your right under this Agreernent withowt the prior written consent of SY'SGEM.

| accept the terms of the license agreerment

@) do not accept the terms of the license agreement

< Back Tt > Cancel

If you agree with thdicense agreement terms theresst h e A | acceptéo b
press ANextodo to proceed with the install
Sysgem SysMan Professional - InstallShield Wizard Iﬁ

Customer Information

Flease enteryour information.

Flease entaryour name and the name of the company for which you work,

UserName:

Cornpany Name

Sysgern
< Back TNext > ] | Cancel ‘

Enteryournameamglour company name and press fiNe:

10 T Example Installation
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SysMan will create a root directorg @ m e Ssgend) under which it willalso
create several stfiolders and files. Determine where the Sysgem root directory

should be installed and either accept the defautbye s si ng fAiNext o0 or
AChanged to select an alternative |l ocati
Sysgem SysMan Professional - InstallShield Wizard ﬂw
Choose Destination Location
Selectfolderwhere setup will install files. |§|
r_j Install Sysgem Syshan Professional to
i CAProgram Files (x86)\Sysgem
|
<Back [ext > ] l Cancel
Press fANexto.
A A Spraorgtroam f ol der wi l | be created call ec

name if you prefer an alternative.

-

Sysgem SysMan Professional - InstallShield Wizard

=)

Select Program Folder

Please selecta program folder.

or select one from the existing folders list. Click Next to continue.

Program Folder.

Setup will add program icons to the Frogram Folder listed below. You may type a new folder name,

@]

Existing Folders:

Microgsoft Office
Microsoft Sikvedight
MNero

OpenOffice.org 3.3
Oracle Vi VirualBox
Raoxio Creatar Starter

< Back

MMext >

)

Cancel

Press fnNext

Sysgem Professional Installation and Config Guide
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The followingstep gives the option to install the Authorization Server or just the

Management Consol€or the installation of the SysMan Authorization Server click

the icon next to dAlnstal]l a

new Aut hor.i

Sysgem SysMan Professional - InstallShield Wizard @

Select Installation Type

SysMan Utilities Professional can be installed stand-alone or as a multi-user environment with a
central Authorization Server. Please select which type of installation to perform.

Install a new A Server (stand-als or multi- )

Use this option to create a new SysMan Professional installation, or to

perform a stand-alone installation. 4dditional SystMan Professional
Management Consoles can be connected to this installation at a later date.

Authori

Connect to an existing Server (multi ]

Use this option to connect to an existing SysMan Professional installation.
“You will require an Installation Key that has been obtained from the
Authorization Server in the existing SysMan Professional installation.

The screen will autontieally move to the next page of the installation

Sysgem SysMan Professional - InstallShield Wizard Iéj

Ready to Install the Program

Click Install to begin the installation

[f wou want to review or change ary of wour installation settings. click Back. Click Cancel to exitthe
wizard

Thewizard is ready to begin installation. @

<Back Install ] [ Cancel

The installation is now ready tomplete pr ess il

nst al

12 T Example Installation
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A progress bar will be shown as files are copied into the system:

r 5
Sysgem SysMan Professional - InstallShield Wizard ﬂ

3

Setup Status

Swsgem Syshan Professional is configuring your new software installation.

Cancel

A number of small message boxes will pgpin quick succession giving the status
of the installation.

When the installation is complete a display window wilshewn giving the option
to launch thesysManG U | . Select the checkbox and pr
installation:

-
Sysgem SysMan Professional - InstallShield Wizard

InstallShield Wizard Complete

Sysgem Syshan Professional Setup is almost complete
Choose the options you want belaw,

|l would like fa launch Sysgem Syshan Professional;

Press Finish to complete Sysgem Syshdan Professional Setup.

Sysgem Professional Installation and Config Guide Example Installation T 13



A new SysMan installation wilhcludetwo new SysMan user accounts
- ASystemo

- ASysMano

Thei ni ti al password for these two account

As soon as you have logged in to each account you should change the password.
Loginusi ng t he fi Sgydueendthismbe o this actourfor Step 2

€ Sysgem SysMan Utilities Professional . M

1 Profile W

Username:  System

Password:  eeeses|

SYS GEMS Authorization Server i
J Computer=localhost, Port=7240 N
| —
I
.- making IT management work. Select.. U
(|
L
1 Logon Cancel

Version 2.3 build 5665

Notice from the above screenshot that the Authorization Server is set to be
fiLocal host o, i . e. both the Management
are on tis machine. When starting the GUI from another machiroh as a
workstation (for the first time after installing it on the workstatjghg machine

name (or IP address)nning the Authorization Server needs to be entaseal start

up parameter.iessiSe |l ect 0 o n toldentify tioehuthorizationrSereen

The screenshot below shows the SysMan desktop after a successful login by the
6SysMané user.

Please refer to later sections in this guimecreating SysMan accounts atadthe
SysMan Utilties User Guidéor furtherinformation aboutising SysMan Utilities
and SysMan Remote Control.

4 SysMan using Sysgem SysMan Utilities Professional &' @M

File View

B= o

Display Layout Options Managers Window Help

IHEOHE =8 bl @ |e (3 E ]

Bookmarks

Manager

Bookmarks: SysMan Utilities
[®] Nodes -> Tools

@ Tools -> No
(3 Audit Log

@3 Configuration

Selection

Sessions

@ Own Library

For Help, press F1 09 @& o o

EE

des

SysGEM

SysMan Utilities

Version 2.3 build 5665

hitp:fpwwnw. sysgem.com
support@sysgem.com
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Step 2: Obtaining an Installation Key

Step 2 and Step 3 are required for installing the SysMan Management Console on
additional workstations. You can skip these steps if additional consoles are not
required.

Havinginstalled the Authorization Server on a central Windows system, the next
stepistchaveitissueafil nst all ati on Keyd so that Sys
software can be linked for accdeshis Authorization Server

Generating a Key Using the SysMan GUI

Firstyou need to be | ogged i rmonthedutt®yzatibhan as
Server installed in Step 1

From the Bookmarks paneed ect t he ASysMan About o di s
fiConfiguratiomf ol der . Doubl e click onlatioRPr opert:.
K ey 0 Ifttherbis no(such tab, make sure you are logged into the Authorization

Server as System and try again.)

Click on the fAGenerate Installation Keybo
Select the Installation Key text and use <Ctrl>C to copy the text into the pedfse b

Make this key, the Server and the Port details, avaifabléne installation of the
Management Console on another machine.

i

About: SysMan Utilities Standard Edition:

Properties (click here)

©®  Module Version IR =lofx|
S od 5| X% B e v @ o T |

* SysMan Uti load Save Options | Cut Copy Paste Undo Redo | Header Autofit Export | Archiving

* Build Date

Input | Resuts | Scipts |
SysMan| SEM | Licensed To Installation I(eyl

o Framework Vers An Installation Key is requited to connect a new SysMan Professional client to this installation.

* Sysgem Eni

* Build Numb | = Server [SYSGEM-DCO1
* Build Date
Port [7240

Installation Key |2UAB-RYFA-UFT7-WXSJJDPQ-WGST-PONZ
© Copyright (c) 19

| Generate Installation Key|

X cancal | | Fleady ;
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Generating a Key Using a Command Interface

Alternatively, an Installation keycan beobtainedby using he command interface to
the Authorization Server.

Start a command window and then run the
parameters as follows:

ASEM Aut horization -380Syséan. e x e 0

The ASEM Aut hor ipogramiisdocateSnglar theeSysgenxrantd
directory whose location was chosen during the installation of the Authorization
Server

Sysgem\ SysMan Authorization Server \

The following is an example of the Authorization Server issuing an Installation Key:

B C\Windows\system32\cmd.exe &J @@ﬁ

C:\Users\MikeS>"C:\Program Files (x86)\Sysgem\SysHan Authorization Server\SEM AuthServer.exe” -$SO SysMan

New installation key generated: 8GSW-EJF6-4ZMS-D2JD-KSFK-QXCB-WJL2

C:\Users\Mikes>

The key (mad up of seven foucharacter text groups each separated by a hyphen)
needs to be copied and made available on the machine where the Management
Console component is about to be installed.

16 T Example Installation Sysgem Professional Installation and Config Guide



Step 3: Installing the SysMan Management Console

The SysMan Management Console (GUI) software is typically installed on the
workstation of administrator&sho will use the productit can, of course, also be
installed on a central server and accessed thrétigdowsTerminal Services or a
Citrix Server.

The installation procedure starts in the same way as it did for the SysMan
Authorization Server up to theequest fothe type of installation

Sysgem SysMan Professional - InstallShield Wizard

Select Installation Type

Systan Utiities Professional can be installed stand-alone or as a multi-user environment with a
central Authorization Server. Please select which type of installation to perform.

Install a new Authorization Server (stand-alone or multi-user)
Use this option to create a new SysMan Professional installation, or to

perform a stand-alone installation. Additional Syshan Professional
Management Consoles can be connected to this installation at a later date.

Connect to an existing Authorization Server (multi-user)
Q Use this option to connect to an existing SysMan Professional installation.
= You will require an Installation Key that has been obtained from the

Authorization Server in the existing Syshan Professional installation.

After clicking ontheiconnexttdi Connect to an exi sti
nextpage is automatically displayed prompting for the Installation theywas
issued bythe Authorization Serven Step 2

Sysgem Professional Installation and Config Guide Example Installation q 17
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Enter thename oilP address of the Windows server where the SysMan
Authorization Server has been installed.

Leave the default porrtt nufnbelrd.of A72400

Enter the Installation Key obtained fromthe A r i zati on Server int
field. The installation key has the format of seven foharacter text blocks as
shown in the example below.

All three fields of information requiredn this window were shown when the key was
generated in Step 2.

r 3
Sysgem SysMan Professional - InstallShield Wizard ﬁ
Installation Key
Enter the details of an installation key obtained from your existing Authorization Server.
Server: SYSGEM-DCO1
Port: 7240
Key: KCEQ-BAJR-LTVI-3836-SLEN-WSWH-XGU|
< Back Next > ] [ Cancel
L y
Press fiNexto and the installation is rea
Sysgem SysMan Professional - InstallShield Wizard [éJ
Ready to Install the Program
Thewizard is ready to begin installation.
Click Install to begin the installation.
If wou want to resview or change any of wour installation settings. click Back. Click Cancel to exitthe
wizard
< Back Install ] [ Cancel
Click Alnstall o and the procedure contin

descibed in the previous section wheastalling the Authorization Server.
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Sysgem SysMan Professional - InstallShield Wizard M

Setup Status

Sysgem Syshan Professional is configuring your new software installation

Installing

[ ——

InstallZhield

Cancel

If the Installation key is valid, the itedlation will finish normally.

-

Sysgem SysMan Professional - InstallShield Wizard

InstallShield Wizard Complete

Sysgem SysMan Professional Setup is almost complete.
Choosge the options you want below.

[ would like 1o launch Sysgem Syshian Professianal;

Press Finish to complete Sysgem Systan Professional Setup

Otherwise an error message similar to the following will be displayed.

[ |
Error using Installation Key u

. The specified Installation Key is not valid.
r ! "\, After installation completes, please install a key manually.
See your user guide or administrator for more details.

8

See the section below entit
of the key should fail.

ed:

fiokpp!l yi n

Sysgem Professional Installation and Config Guide
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Further Information: Installation
Keys / Security Keys

Overview

Installationkeysand Security Keys are required only &rinstalation, or ifan error
has been displaydddicatinga security key mismatch and the kexsdto be re
applied.

As a security measure, SysMan Management Consoles (GUIs) will only be allowed
to connectto an Authorization Server if the GUI has been givenlagtallation
Keyph.- that was previously issued by that pe

ASecurity Keyo in the Authorization Server

Normally, only a single Authorization Server is required on a customer network, but
provision formultiple AuthorizationServers has been built into the design of the
system should thisbe required.

Each Authorization Server bhaudnabefi Securit
confused with anisdvarinbetiengttdiphanimerit teX phyage. |
and (like a pssword) can be changed at any tone particular Authorization

Server.

i
t

However, take care whewonsideringa changeto an Authorization

Serverds Security key, because once it
Management Consoles that are connected to that servedrteehave

Installation Keys reregistered.

Change the Authorization Server Security
Ser v e progam @ & command windowiving it the following command
parametersrom aWindowsuser accourthat has Administi@ar permissions

ASEM Aut hSe rovieskKo.FertKreox
€ this program can be found in the folde
\ Sysgem\ SysMan Authorization Server

€ which, depending on the installation,
\ Program Files (x86)

20 { Further Information: Installation Keys / Security KeysSysgem Professional Installation and Config Guide



I'n the abovesKeaamalt aaatestthatet isitha Security Key in
position zerand thekeyv al ue t hat wi | | beTherearelPpt ed i
possible security keys numbere&i0 to SK9)

An Authorization Server can have multigsecurity Keys, but normally one is
enough.

The Syslan Authorization Server installs with a ppeepared Security Key which is
set as:

fiSysMano

Alnstallation Keyo in the Management Console (GUI)

An Installation key is issued by an Authorization Server and takes the form of seven
four-character text blcks each separated by a hyphen, for example:

KCEQ-BAJR-LTV9-3836SL6N-WSWH-XQUJ

Installation keg areused by the SysMan Management Cong@lgl) to authorize
access to the Authorization Server that issheth

Without an installation key, a SysMan Maeagent Console (GUI) cannot connect
to an Authorization Server.

Once a key has been registered with a SysMan Management Comsole
workstationit is retained on thatvorkstation and should not be required to be entered
again unless MAC addressgsangeonthe Ethernet cards on eithiée workstations

or AuthorizationServers

See the earlier section on how to create an Installatiobkey usi ng t he HAPr
option on the @Sys MaimgthAtommandinterfacetdtheyv or b
SEM Authorization $rver.exe.
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Applying a New Installation Key

You canif you wish, change the Installation key withoginstaling.

To reset the key, without4iaestallingthe software r un t he ASEM Cl i en
par amedKeér avof ail c o mma n d logingdocgtidn urfderthen t he f o
Sysgem root directory:

i Sy s § 8BM User Interface \ SEM Client.exe fi -K

— e —— W =
M C\Windows\system32\cmd.exe - = = | (5] S

S —

m»

C:\Users\MikeS>"C:\Program Files (x86)\Sysgem\SEM User Interface\SEM Client.exe" -k

C:\Users\Mike$>

A display window is shown allowing the Security/Installation Keys to be reset on the
SysMan Management Console:

@ SYSGEM Enterprise Manager 2.3 build 5665 X e
’:Q; Security Keys ’:@
}'Standard Security Keys v ]

Standard security keys can be changed. added or cleared.

KeyO: 2 Key5 92
Keyl. 2 Key6: 2
Key2: 2 Key7. 2
Key3 2 Key8: %
Key4: 2 Key9: 2
Close ] [ Use Installation Key... J

Pl ease standamlet bhat t §i KkieKgysOphave Koaeglevadce for the
Management Console in the Professional Edition.

Click the button fAUse Installation Keyo
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Enter the name (or IP Address) of the Authorization Server. Ensurihé¢hBbrt
Number is set to 7240, and enter a newly acquired Installation Key that has not been
used before.

All three fields of information required in this window were shown when the key was
generated, as described instbhéaséeoni Keyd

€ Installation Key Lﬁ

i) Enterthe details ofthe installation key to be used
Authorization server: SYEGEM-DCO {IP address or name)
Fart number: 7240
Installation key: 8GESW-E JFE-4ZM5-D2 JD-KSFK-Q=CB-WJL2
OK ] I Cancel

Then click OK and the new installation key will be validated by the Authorization
Server andif acceptedwill be assigned tthe Management Console.

Save the changes and restart the SysMan Management Consol¢ollogimto
your SysMan acamt on the Authorization Server.
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Multiple Authorization Servers

Installing Multiple Authorization Servers

Should it berequired it is possible to install more than one Authorization Server on a
network. Each Authorizatione8ver has its own set of SysMan user accounts and its
own Audit Database.

The procedure for installing thuthorizationServeris the same as described for
AfStep 106 in the Example Installation sec

The important thing to remember with multiple Auttzaion Servers is that the
Installation Key that is used to link a SysMan Management Console must have been
issued by the appropriate AuthorizatiBarverif the Management Consoieto

succeshllly link to the correct Authdeation Server.

To link a Mangement Console that has already been installed to another

Authorization Server, use thetech que de s cr iApplidgabewr | i er f o1
InstallationK e yG@ickon t he fAUse | ns tEatdrtheaameoold Key 0
Addressof the Windows system for ¢hrequired Authorization Server and enter the
Installation Key issued by that serv&here is no limit to the number of Installation

keys that may be assigned to a Management Console.

Connecting a Management Console to More than One
Authorization Server

When logging in to one of sever@ysManAuthorization Serves, click on the

iSel ectd button i n atpdpep whgow mailartolthe gi n Scr e
following is displayed). fien identify the required server by using the IP Address or
machine name fahat server. Remember that the SysMan username and password is
specific to each Authorization Server.

€ SEM Autharization Server @

Computer

The address of the computer where the Y

SEM Autharization Server is installed. SYS( ;EMe
[ocakhost - T
SvSGEM-DCO

FSvSGEMAWST
Syzgem W2KER2 DL
10.95.0.110

DEIVEL L TIE UEIdUL UL FIWNOe s L _

Ok
7240 - —
Cancel
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Licenses

Trial License

A trial license is automatically installedetfirst time SysMan software is instafl®on
a machine.

The trial license will be valid for one month giving the user g/fiuhctional system
for evaluation.

Thereafter, a permanent license has to be installed for the system to continue to
operate e-installing the trial kit will not reactivatethe trial license!).

If you require an extension to a trial period before purchasing a full license, please
contact:

sales@sysgem.eu

Permanent License

A permanent SysMan license is issuedhie form of text file that is imported into
SysMan.

From the main menu bar on the SysMan desktop use the following menu options:
File > Import and Export > Import License

The format of the license file resembles the following:
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